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Cybersecurity: a challenge for the information society
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Physical attacks

[Cui & Rousley, 2017] Defeating Modern Secure Boot Using Second-Order Pulsed Electromagnetic Fault Injection. 10.5555/3154768.3154771

Highly effective against cryptographic implementations

Can leverage software vulnerabilities [Cui & Rousley, 2017]

Side-channel analysis Fault injection attacks

https://dl.acm.org/doi/10.5555/3154768.3154771
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• Highly effective against cryptography implementations

• Can leverage software vulnerabilities [BADFET, 2017]

5

Physical attacks, conceptually

Side-channel analysis Fault injection attacks

k? x

P=HW( f(k, x) )

x

y=f(x) y’=ffaulted(x)
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Physical attacks, behind the scenes

[Yuce & al. 2018] Fault Attacks on Secure Embedded Software: Threats, Design and Evaluation. 10.1007/s41635-018-0038-1

[Casalino PhD, 2024] (On) The Impact of the Micro-architecture on Countermeasures against Side-Channel Attacks. HAL:tel-04573949

Side-channel analysis Fault injection attacks

[Yuce & al. 2018][Casalino PhD, 2024]

https://doi.org/10.1007/s41635-018-0038-1
https://theses.hal.science/tel-04573949
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Towards the production of secure digital systems
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effective security in 

the implementation
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No support for FIA / SCA countermeasures

• Software security: support of control-flow protections such as 

stack canaries, etc. (GCC, LLVM)

Compiler optimizations are harmful to countermeasures

• Redundancy / dead code elimination (FIA)

• Inversion of commutative operations (masking vs. SCA)

Compile without optimizations (-O0)?  Not even better!

• Poor performance

• Large attack surface: code size, high nb of mem accesses

8

(Legacy) compilers are not designed for security
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No support for FIA / SCA countermeasures

• Software security: support of control-flow protections such as 

stack canaries, etc. (GCC, LLVM)

Compiler optimizations are harmful to countermeasures

• Redundancy / dead code elimination (FIA)

• Inversion of commutative operations (masking vs. SCA)

Compile without optimizations (-O0)?  Not even better!

• Poor performance

• Large attack surface: code size, high nb of mem accesses

Consequences

• High manual effort for hardening implementations

• Fragile implementations (compiler tricks, recipes, 

workarounds…)

• Requires careful inspection of compiler outputs

Same bottlenecks with synthesis tools, e.g. [Nasahl & al., 2022]

9

(Legacy) compilers are not designed for security

 Application of countermeasures

• Automation

• Flexibility: security/cost trade-off

• Effective at the binary level

Research question: 

Provide tools to help secure digital systems

[Nasahl & al., 2022] SYNFI: Pre-Silicon Fault Analysis of an Open-Source Secure Element. 10.46586/tches.v2022.i4.56-87

https://doi.org/10.46586/tches.v2022.i4.56-87
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Towards the production of secure digital systems

 Security verification

• Automation

• Flexibility: variable threat models

• SW level, HW level, SW+HW
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 Application of countermeasures

• Automation

• Flexibility: security/cost trade-off

• Effective at the binary level

Research question: 

Provide tools to help secure digital systems
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Compilation of software countermeasures

1. Against fault injection attacks

• Fault tolerance against instruction-skip fault attacks

[CS2, 2016]

• Control-flow integrity [Barry PhD, 2017]

1

BE

[CS2, 2016] Compilation of a Countermeasure against Instruction-Skip Fault Attacks. 10.1145/2858930.2858931

[Barry PhD, 2017] Sécurisation à la compilation de logiciels contre les attaques en fautes. HAL:tel-01783995v2
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http://dx.doi.org/10.1145/2858930.2858931
https://theses.hal.science/tel-01783995v2
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Compilation of software countermeasures

1. Against fault injection attacks

• Fault tolerance against instruction-skip fault attacks

[CS2, 2016]

• Control-flow integrity against fault injection attacks

[Barry PhD, 2017]

2. Against side-channel attacks

• Code polymorphism as a hiding countermeasure

[WISTP, 2016] [TACO, 2019]

• First-order Boolean masking [TCAD, 2020]

2
1

BE

[WISTP, 2016] Runtime Code Polymorphism as a Protection against Side Channel Attacks. 10.1007/978-3-319-45931-8_9

[TACO, 2019] Automated Software Protection for the Masses against Side-Channel Attacks. 10.1145/3281662

[TCAD, 2020] Maskara: Compilation of a Masking Countermeasure with Optimised Polynomial Interpolation. 10.1109/TCAD.2020.3012237
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http://dx.doi.org/10.1007/978-3-319-45931-8_9
http://dx.doi.org/10.1145/3281662
http://dx.doi.org/10.1109/TCAD.2020.3012237
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Research overview

Compilation of software countermeasures

1. Against fault injection attacks [CS2, 2016] [Barry PhD, 2017]

2. Against side-channel attacks [WISTP, 2016] [TACO, 2019] 

[TCAD, 2020] 

Hardware-software co-design of secure systems

3. Confidentiality and side-channel protection [DTRAP, 2022]

2
1

ME BE

[DTRAP, 2022] Code Polymorphism Meets Code Encryption: Confidentiality and Side-Channel Protection of Software Components. 10.1145/3487058
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https://dl.acm.org/doi/10.1145/3487058
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Research overview

Compilation of software countermeasures

1. Against fault injection attacks [CS2, 2016] [Barry PhD, 2017]

2. Against side-channel attacks [WISTP, 2016] [TACO, 2019] 

[TCAD, 2020] 

Hardware-software co-design of secure systems

3. Confidentiality and side-channel protection [DTRAP, 2022]

4. Control-signal integrity of a processor microarchitecture 

[TCAD, 2023]

2
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[TCAD, 2023] MAFIA: Protecting the Microarchitecture of Embedded Systems Against Fault Injection Attacks. 10.1109/TCAD.2023.3276507
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Compilation of software countermeasures

1. Against fault injection attacks [CS2, 2016] [Barry PhD, 2017]

2. Against side-channel attacks [WISTP, 2016] [TACO, 2019] 

[TCAD, 2020] 

Hardware-software co-design of secure systems

3. Confidentiality and side-channel protection [DTRAP, 2022]

4. Control-signal integrity of a processor microarchitecture 

[TCAD, 2023]

Security formal verification

5. Characterization of software vulnerabilities [POPL, 2024]

• Application to fault injection attacks

ME

5
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[POPL, 2024] Inference of Robust Reachability Constraints. 10.1145/3632933
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Compilation of software countermeasures

1. Against fault injection attacks [CS2, 2016] [Barry PhD, 2017]

2. Against side-channel attacks [WISTP, 2016] [TACO, 2019] 

[TCAD, 2020] 

Hardware-software co-design of secure systems

3. Confidentiality and side-channel protection [DTRAP, 2022]

4. Control-signal integrity of a processor microarchitecture 

[TCAD, 2023]

Security formal verification

5. Characterization of software vulnerabilities [POPL, 2024]

6. Verification of processor microarchitecture for fault

robustness HW+SW analysis [FDTC, 2022] [TCHES, 2024]

ME
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[FDTC, 2022] Exploration of Fault Effects on Formal RISC-V Microarchitecture Models. 10.1109/FDTC57191.2022.00017

[TCHES, 2024] Fault-Resistant Partitioning of Secure CPUs for System Co-Verification against Faults. eprint.iacr:2024/247
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https://doi.org/10.1109/FDTC57191.2022.00017
https://eprint.iacr.org/2024/247
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Detour: Runtime Code Generation for Embedded Systems
PhD. Fernando Endo, 2015

[Endo PhD, 2015] Génération dynamique de code pour l'optimisation énergétique. HAL:tel-01285964

[MCSoC, 2016] Pushing the Limits of Online Auto-Tuning: Machine Code Optimization in Short-Running Kernels. arXiv:1707.04566

Architecture- and data-driven code specialization

for time and energy efficiency

21

Challenge Approach

Results

https://theses.hal.science/tel-01285964
https://arxiv.org/abs/1707.04566
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Detour: Runtime Code Generation for Embedded Systems
PhD. Fernando Endo, 2015

[Endo PhD, 2015] Génération dynamique de code pour l'optimisation énergétique. HAL:tel-01285964

[MCSoC, 2016] Pushing the Limits of Online Auto-Tuning: Machine Code Optimization in Short-Running Kernels. arXiv:1707.04566

Architecture- and data-driven code specialization

for time and energy efficiency

22

Challenge Approach

Results

https://theses.hal.science/tel-01285964
https://arxiv.org/abs/1707.04566
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COGITO, ANR 2013-2017

Regularly changing the behavior of a software component, at runtime, while 

preserving functional properties

23

Code Polymorphism

High observational variability

Applicability to constrained

embedded systems

PhD. Nicolas Belleville, 2019

Challenges:
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Regularly changing the behavior of a software component, at runtime, while 

preserving functional properties

24

Code Polymorphism

High observational variability

Applicability to constrained

embedded systems

PhD. Nicolas Belleville, 2019

Challenges:
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Register shuffling

random general purpose 

register permutation

Instruction shuffling

independent instructions are 

emitted in a random order

Semantic variants

replacement of an instruction 

by a randomly selected 

semantic variant

Noise instructions

insertion of a random

number of randomly chosen 

useless instructions

Dynamic noise

random execution of noise 

instructions

xor r6, r5, r8
add r4, r4, r5

add r4, r4, r5
xor r6, r5, r8

add r11, r11, r7
xor r8, r7, r5

r4
r11…

add r4, r4, r5
xor r6, r5, #12348
xor r6, r6, r8
xor r6, r6, #12348

add r4, r4, r5
sub r7, r6, r2
load r3, r10, #53
xor r6, r5, r8

add r4, r4, r5
jump ?
sub r7, r6, r2
load r3, r10, #53
xor r6, r5, r8

Runtime Code Transformations COGITO, ANR 2013-2017

PhD. Nicolas Belleville, 2019

[TACO, 2019] Automated Software 

Protection for the Masses against Side-

Channel Attacks. 10.1145/3281662

https://dx.doi.org/10.1145/3281662
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Register shuffling

random general purpose 

register permutation

Instruction shuffling

independent instructions are 

emitted in a random order

Semantic variants

replacement of an instruction 

by a randomly selected 

semantic variant

Noise instructions

insertion of a random

number of randomly chosen 

useless instructions

Dynamic noise

random execution of noise 

instructions

xor r6, r5, r8
add r4, r4, r5

add r4, r4, r5
xor r6, r5, r8

r4
r11…

xor r6, r5, #12348
add r4, r4, r5
xor r6, r6, r8
xor r6, r6, #12348

add r4, r4, r5
sub r7, r6, r2
xor r6, r5, r8
load r3, r10, #53

add r4, r4, r5
jump ?
sub r7, r6, r2
load r3, r10, #53
xor r6, r5, r8

Runtime Code Transformations

Many possible interactions 

between runtime code 

transformations

[TACO, 2019] Automated Software 

Protection for the Masses against Side-

Channel Attacks. 10.1145/3281662

add r11, r11, r7
xor r8, r7, r5

Huge number of possible combinations:
• 10 original machine instructions  6.1022

• AES with 278 machine instructions  > 𝟏𝟎𝟐𝟕𝟒

[TACO, 2019]

COGITO, ANR 2013-2017

PhD. Nicolas Belleville, 2019

https://dx.doi.org/10.1145/3281662
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Several attacks with attacker models of increasing power:

• Automated attack without alignment

• CPA with manual alignment

• Gaussian template with manual alignment

• CNN designed by expert

Security Evaluation

# traces for successful leakage exploitation

[TACO, 2019] Automated Software Protection for the Masses against Side-Channel Attacks. 10.1145/3281662

[ESORICS, 2020] Deep Learning Side-Channel Analysis on Large-Scale Traces – a Case Study on a Polymorphic AES. 10.1007/978-3-030-58951-6_22

[Belleville & Masure, 2024] Combining Loop Shuffling and Code PolyMorphism for Enhanced AES Side-Channel Security. 10.1007/978-3-031-57543-3_14

WhiteBox Evaluation, unprotected ARM Cortex-M4

GreyBox Evaluation, unprotected ARM Cortex-M3

27

Software hiding with higher noise can be effective against deep learning attacks [Belleville & Masure, 2024] 

CLAPs, IRT NanoElec 2017-2020

[ESORICS, 2020]

[TACO, 2019]

CPA attack, EM, without alignment

• ~ Aauto [ESORICS, 2020]

https://dx.doi.org/10.1145/3281662
http://dx.doi.org/10.1007/978-3-030-58951-6_22
https://doi.org/10.1007/978-3-031-57543-3_14


Disposition : Titre et contenu

Several attacks with attacker models of increasing power:

• Automated attack without alignment

• CPA with manual alignment

• Gaussian template with manual alignment

• CNN designed by expert

Security Evaluation

# traces for successful leakage exploitation

[TACO, 2019] Automated Software Protection for the Masses against Side-Channel Attacks. 10.1145/3281662

[ESORICS, 2020] Deep Learning Side-Channel Analysis on Large-Scale Traces – a Case Study on a Polymorphic AES. 10.1007/978-3-030-58951-6_22

[Belleville & Masure, 2024] Combining Loop Shuffling and Code PolyMorphism for Enhanced AES Side-Channel Security. 10.1007/978-3-031-57543-3_14

WhiteBox Evaluation, unprotected ARM Cortex-M4

GreyBox Evaluation, unprotected ARM Cortex-M3

28

Software hiding with higher noise can be effective against deep learning attacks [Belleville & Masure, 2024] 

CLAPs, IRT NanoElec 2017-2020

[ESORICS, 2020]

[TACO, 2019]

CPA attack, EM, without alignment

• ~ Aauto [ESORICS, 2020]

https://dx.doi.org/10.1145/3281662
http://dx.doi.org/10.1007/978-3-030-58951-6_22
https://doi.org/10.1007/978-3-031-57543-3_14
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Masking of secret variables in control-flow structures

 Confidentiality analysis in CFG, masking propagation, 

remasking analysis

Masking of non-linear operations, typically AES/SubBytes: 

• usually by ad hoc masking schemes

• mostly implemented as Look-Up Tables (LUT)

 Masked evaluation of a polynomial interpolation of the 

target LUT

Compilation of First-Order Boolean Masking

[TCAD, 2020] Maskara: Compilation of a Masking Countermeasure with Optimised Polynomial Interpolation. 10.1109/TCAD.2020.3012237 29

PhD. Nicolas Belleville, 2019

PROSECCO, ANR 2015-2019

Modèles Office personnalisés
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Security evaluation

• Formally verified in the value-based leakage model [TCAD, 2020]

• Collaboration LIP6 [Ben El Ouahma & al., 2017]

• Leakage observed from EM measurements

• Leakage hypothesis: transition-based leakage, 

empirically removed by the compiler’s back-end

• Memory accesses

• ALU operations

Compilation of First-Order Boolean Masking

[Ben El Ouahma & al., 2019] Side-channel robustness analysis of masked assembly codes using a symbolic approach. 10.1007/s13389-019-00205-7

[TCAD, 2020] Maskara: Compilation of a Masking Countermeasure with Optimised Polynomial Interpolation. 10.1109/TCAD.2020.3012237

No leakage detected: 0 cases in SSD (statistically dependent from 
secrets) or UKD (unknown)

PhD. Nicolas Belleville, 2019

PROSECCO, ANR 2015-2019

https://link.springer.com/article/10.1007/s13389-019-00205-7
Modèles Office personnalisés
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Practical resilience analysis of masked software implementations

 Also vulnerable to micro-architectural leakage [Access, 2023]

Compilation of masking secured against micro-architectural leakage

 Instruction scheduling: compiler’s backend extended with a micro-

architectural model of the data path

 Register allocation: policy with leakage interference constraints

31

Microarchitectural information leakage

[Access, 2023] A Tale of Resilience: On the Practical Security of Masked Software Implementations. 10.1109/ACCESS.2023.3298436

IDROMEL, ANR 2021-2024

PhD. Lorenzo Casalino, 2024

https://doi.org/10.1109/ACCESS.2023.3298436
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Problem: Faults targeting control signals

33

Fetch Decode Execute

I-MEM

Memory
Write

back

D-MEM

[Laurent & al., 2021] Bridging the Gap between RTL and Software Fault Injection. 10.1145/3446214

[FDTC, 2022] Exploration of fault effects on formal RISC-V microarchitecture models. 10.1109/FDTC57191.2022.00017

many possible fault effects! [Laurent & al., 2021] 

[FDTC, 2022]

• Data integrity

• Code authenticity / integrity

• Control-flow integrity

COFFI, ANR 2019-2023

PhD. Thomas Chamelot, 2022

https://doi.org/10.1145/3446214
https://doi.org/10.1109/FDTC57191.2022.00017
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COFFI, ANR 2019-2023

PhD. Thomas Chamelot, 2022

• Data integrity

• Code authenticity / integrity

• Control-flow integrity

• Control-signal integrity  [TCAD, 2023]

[TCAD, 2023] MAFIA: Protecting the Microarchitecture of Embedded Systems Against Fault Injection Attacks. 10.1109/TCAD.2023.3276507

https://doi.org/10.1109/TCAD.2023.3276507
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MAFIA: Protection of the microarchitecture 
against fault injection attacks
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I-MEM

Memory
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Pipeline state

Reference 
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control signals

3535

• Data integrity (not supported)

• Code authenticity / integrity

• Control-flow integrity

• Control-signal integrity

COFFI, ANR 2019-2023

PhD. Thomas Chamelot, 2022

[TCAD, 2023] MAFIA: Protecting the Microarchitecture of Embedded Systems Against Fault Injection Attacks. 10.1109/TCAD.2023.3276507

https://doi.org/10.1109/TCAD.2023.3276507
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• Code authenticity / integrity signature function 𝒇

• Control-flow integrity signature chaining

• Control-signal integrity signature computed from pipeline state values

36

Code Authenticity and Control-Flow Integrity (CACFI)

Fetch Decode Execute

I-MEM

Memory
Write

back

CACFI CSI
Reference 

signatures

Reference 

pipeline state

Pipeline state

Detection

[TCAD, 2023] MAFIA: Protecting the Microarchitecture of Embedded Systems Against Fault Injection Attacks. 10.1109/TCAD.2023.3276507

https://doi.org/10.1109/TCAD.2023.3276507
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Control-Signal Integrity (CSI)

Detection

Fetch Decode Execute

I-MEM

Memory
Write

back

CACFI CSI
Reference 

signatures

Reference 

control signals

Pipeline state

• Code authenticity / integrity

• Control-flow integrity

• Control-signal integrity

• Control-signal integrity • Integrity ensured by redundancy  

e.g. duplication

• Signals are verified at each stage (until consumption)

[TCAD, 2023] MAFIA: Protecting the Microarchitecture of Embedded Systems Against Fault Injection Attacks. 10.1109/TCAD.2023.3276507

https://doi.org/10.1109/TCAD.2023.3276507
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MAFIA: Software support COFFI, ANR 2019-2023

PhD. Thomas Chamelot, 2022

CFI support

integrity of 

indirect control flow generation of 

reference signatures
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The compiler: the “place to be” for the application of countermeasure?

• automated

• optimized

• configurable and flexible

Can also leverage support for complex countermeasures

Conclusion

40
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PhD 2024-2027. collab. CEA-List / ANSSI

Status

• Faults incurs extra analysis complexity:

• State space explosion

• Multiple faults: combinatorial explosion

• Must consider HW+SW [Laurent & al., 2021]

• Proof of concept of formal HW+SW [FDTC, 2022]

Challenge

• Growing complexity of real case studies

• Large HW designs, large programs (SW)

First step

• Opportunity: rely on specific design properties

• k-partitioning for concurrent error detection

[TCHES, 2024]

• 1-fault analysis on OpenTitan + bootloader

• 3-fault analysis on crypto IPs

41

HW/SW security formal verification of fault robustness

[Laurent & al., 2021] Bridging the Gap between RTL and Software Fault Injection. 10.1145/3446214

[FDTC, 2022] Exploration of fault effects on formal RISC-V microarchitecture models. 10.1109/FDTC57191.2022.00017

[TCHES, 2024] Fault-Resistant Partitioning of Secure CPUs for System Co-Verification against Faults. https://eprint.iacr.org/2024/247
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Status

• Faults incurs extra analysis complexity:

• State space explosion

• Multiple faults: combinatorial explosion

• Must consider HW+SW [Laurent & al., 2021]

• Proof of concept of formal HW+SW [FDTC, 2022]

Challenge

• Growing complexity of real case studies

• Large HW designs, large programs (SW)

First step

• Opportunity: rely on specific design properties

• k-partitioning for concurrent error detection

[TCHES, 2024]

• 1-fault analysis on OpenTitan + bootloader

• 3-fault analysis on crypto IPs
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HW/SW security formal verification of fault robustness
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Characterization of vulnerabilities

[POPL, 2024] Inference of Robust Reachability Constraints. 10.1145/3632933

Status

• Formal methods for proving security properties

• UNSAT  examples

• Corner case?  Unreachable in practice

• Easily exploitable?

Challenges

• « severity » of a vulnerability wrt. threat model?

• Characterization of countermeasures that partially

support a threat model

First step

• Generation of constraints ensuring the satisfiability

of a target property [POPL, 2024] 

• Application to fault injection robustness analysis

https://dl.acm.org/doi/10.1145/3632933
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Combination of hiding and masking against SCA

(FlexSecurity, Carnot List)
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Combination of countermeasures
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• Many existing countermeasures [Springer, 2018], 

but designed in silos

• Trend: « one countermeasure to rule them all »

SCA + FIA

• Data protection only, in crypto

Challenges

• Rely on known countermeasures / security designs

• Compose countermeasures at compilation time

• Articulation with hardware properties

[Springer, 2018] Automatic Application of Software Countermeasures against Physical Attacks. 10.1007/978-3-319-98935-8_7

http://dx.doi.org/10.1007/978-3-319-98935-8_7
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Application of hardware countermeasures
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Challenges

• Demonstrate the automated synthesis of typical

countermeasures (redundancy, etc.)

• Microarchitectural-level countermeasures (MAFIA) 

require to « open the box » of the synthesis flow

[Gorius & al., 2022] Speculative Accelerator Design Using High-Level Synthesis. 10.1109/MM.2022.3188136

[Gorius & al., 2022] 

https://doi.org/10.1109/MM.2022.3188136
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Proof of functional correctness

compilersource

program

security

annotations

FE ME BE

security

annotations

design flow

security 

eval.        

libraries

source

circuit (RTL)

libraries

circuit model

circuit

s
o
ft
w

a
re

h
a
rd

w
a
re

user

inputs

hardening

tools

hardened 

artefacts

security 

verification

[Daniel & al., 2020] Binsec/Rel: Efficient Relational Symbolic Execution for Constant-Time at Binary-Level. 10.1109/SP40000.2020.00074

Status

 Automated security application 

 Formal security verification

? Functional correctness

Challenges

• Extend relational analysis [Daniel & al., 2020] to 

program analysis

• Prove that the reference and the hardened

programs are functionally equivalent

https://doi.org/10.1109/SP40000.2020.00074
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